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Data Security – The Responsibilities of Firms

The Background

The last 18 months has seen a series of unprecedented breaches of Data Security, including:

· HM Revenue & Customs' loss of 25 million records – CDs lost in the post

· Foreign & Commonwealth Office – online visa service provided all viewers with details of all applicants

· NU – poor security screening for phone queries

· Nationwide – loss of PC containing customer data

· Marks and Spencer – loss of subcontractor’s PC containing employee pension records

From last month, the Information Commissioner (IC) gained significant new powers under amendments to the Data Protection Act 1998 (DPA) implemented within the Criminal Justice and Immigration Act 2008.

These powers go beyond the existing ability to “name and shame” and allow the IC to impose substantial fines on organisations which "deliberately" or "recklessly" commit a serious breach of the DPA.

It is worth re-iterating the 8 Data Protection Principles. They are that personal data is:

- Fairly and lawfully processed 

- Processed for limited purposes 

- Adequate, relevant and not excessive 

- Accurate and up to date 

- Not kept for longer than is necessary 

- Processed in line with your rights 

- Secure 

- Not transferred to other countries without adequate protection 

As regards regulated firms, the FSA is also in a position to enforce against firms for data breaches under Principles For Businesses 2, 3 and 6. Whilst the DPA confines itself to personal data, the FSA’s requirements relate to data of any customer, whether personal or not. 

Deliberate or Reckless?

It is not difficult to define a “deliberate” breach, but whether a breach is “reckless” is not so easy. Recklessness implies a degree of unconcern as to whether a breach has occurred or could occur. In the light of the high degree of prominence currently being given to these issues, it will be difficult for firms to argue that “they did not know”. Without adequate data policies, procedures, practices and systems and controls, firms will be left on the back foot if problems arise.

Your Responsibilities

The FSA has been conducting a major project examining how firms handle customer data. Key points arising are:

· it is Senior Management’s responsibility to assess the risks of financial crime associated with customer data

· Firms must take reasonable care to establish and maintain effective systems and controls for compliance with applicable requirements and standards under the regulatory system and for countering the risk that the firm might be used to further financial crime.


· Areas to be considered and dealt with by management are:

- Physical Security
- Governance
- Staff Recruitment and Vetting
- Staff Training and Awareness
- Systems and Controls
- Disposal of Data
- Third Parties
- Compliance and Monitoring


Physical Security

It is good practice to assess the risk of unauthorised access to your premises, and ensure that a commensurate level of protection is provided, perhaps in excess of your insurer’s requirements.

The following should be considered:

· alarms/CCTV

· door buzzers/key pad entry
· signing-in book
· training staff to be aware of the risks of poor security
· restricted access to files, computer servers
· clear desk policy
· filing cabinets locked
Governance

It is good practice for senior management to assess data security risks and implement appropriate policies, procedures and controls.

The following should be considered:

· holistic organisational approach (not just IT)

· written and relevant data security policies and procedures

· staff trained to understand and report data security concerns

Staff Recruitment and Vetting

It is a requirement that your recruitment and staff management processes give you comfort that staff are not susceptible to stealing data or committing fraud.

The following should be considered:

· Approved Persons must be Fit and Proper

· All persons involved in Insurance Mediation must demonstrate the knowledge and ability necessary to perform their duties, and be of good repute

· Credit and Criminal Records checks on staff with access to customer data

· Ongoing credit checks on such staff

· Ongoing assessment of staff’s susceptibility to financial crime

· Documented, consistent and proportionate staff recruitment policies

Staff Training and Awareness

Staff should understand the importance and relevance of data security policies, and adhere to them.

The following should be considered:

· Checks to ensure that staff understand the data security policies and procedures

Systems and Controls

Systems and Controls should be appropriate to minimise the risk of data loss or theft.

The following should be considered:

· Access rights to IT

· Monitoring of Staff’s use of IT

· Username and Passwords; Password changing; strong Passwords

· Offsite data – laptops, memory sticks, CDs

· Encryption of data held offsite

· Theft of data by means of memory sticks and CDs

· Disabling of USB Ports and CD writers where appropriate

· Log of memory sticks and laptops

· Random Checks of laptops and memory sticks

· Clear, consistent and secure IT back-up and housekeeping procedures

· Encryption of backed-up data (particularly if held at a third party) 

· Due Diligence on third-parties or staff holding backed-up data

· Assessment of risk of staff’s use of web-mail, social networking sites, instant messaging and file sharing software

Disposal of Data

Data should be disposed of in a secure fashion

The following should be considered:

· Security of data disposal procedures – shredding of confidential paper records; removal, destruction and wiping of hard drives before disposal

· Training of staff

Third Party Suppliers

You should be satisfied that you know any third-party suppliers are, the security surrounding any data they hold or have access to, and how they vet their staff

Third-party suppliers to consider are:

· Paper shredding contractors

· IT archive providers

· Office Cleaners

· Security personnel

· Any other third-parties likely to visit the offices

· IT suppliers

Compliance and Monitoring

Risk-based compliance monitoring of data security should be in place.

Matters to consider:


· Is monitoring of data security included in your Compliance Monitoring Programme?
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